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Storing patients’ credit card information:

Keep it safe

Kaustubh G. Joshi, MD

redit cards have made it easier for

psychiatrists who work in outpa-

tient settings to collect payment for
their services. Accepting credit cards saves
time in sessions for clinical matters, leads
to higher rates of collecting payments for
patients who do not show up for appoint-
ments, and avoids having to manage
bounced checks and collection agencies.'
No federal or state laws prohibit businesses
from storing consumers’ credit card infor-
mation. However, psychiatric practices
are legally obligated to have safeguards in
place to protect sensitive information and
limit liability exposures.? There are several
steps to take when storing your patients’
credit card information.

Establish a payment policy. Create a pol-
icy that outlines your practice’s credit card
procedures, including when credit cards
will be charged and under what circum-
stances, how patients will be notified, and
how credit card information will be stored.?
Give your patients a copy of this policy and
review it with them at their first appoint-
ment and any time you change this policy.?
Get consent from your patients before using
and storing their credit card information.?

Use secure methods to store this infor-
mation. Most medical practices photo-
copy/write down their patients’ credit card
information and store it in the patient’s elec-
tronic/paper medical record, or they use
an online service to store it electronically.”
Online services usually provide a higher
level of protection than the patient’s medi-
cal record.? Ensure that electronic data that
includes credit card numbers is robustly

encrypted, or that paper records are locked
in a secure place, such as in a safe or file
drawer that requires a key/combination
lock.? Payment Card Industry (PCI) regula-
tions prohibit storing a credit card’s secu-
rity code (a three- or four-digit number on
the front or back of the card).? This code is
used to allow merchants to verify whether
a customer authorizing a transaction over
the phone or via the internet physically
possesses the card.’> PCI regulations also
prohibit storing data contained in the card’s
magnetic strip.? This data contains informa-
tion about the account that is not displayed
on the card, assists with authorizing trans-
actions, and ensures that credit cards can-
not be easily counterfeited.?

Understand all federal and state laws
and regulations. If your practice collects
patient billing information, you are con-
sidered a “merchant” and are subject to
federal and state laws and regulations that
protect consumer credit card information.?
These laws and regulations include (but
are not limited to)%

® Health Insurance Portability and
Accountability Act (HIPAA) and similar

state privacy laws
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¢ Federal Trade Commission Act (FTCA)
and similar state business laws

¢ Payment Card Industry Data Security
Standard (PCI DSS), which was not devised
by federal or state government.

HIPAA and state privacy laws require
psychiatrists to implement “reasonable”
security measures to protect payment infor-
mation, regardless of how that information
is stored.>* Because HIPAA does not define
“reasonable,” psychiatrists have latitude in
determining which security measures to
implement.** Locking the information in
a file cabinet and locking the room where
the file cabinet is kept (for paper storage) or
using HIPAA-compliant encrypted storage
programs (for electronic storage) are exam-
ples of “reasonable” security measures.

FTCA requires businesses to use “appro-
priate” and “reasonable” security mea-
sures to protect credit card information.?’
Because FTCA does not specify these
terms,*® psychiatrists have leeway in
determining which security measures to
implement. Federal law requires all busi-
nesses to delete a card’s expiration date
and shorten the account information to
include no more than the last 5 digits of
the card number that is printed on all sales
receipts.® FTCA also requires businesses
to get prior authorization from individu-
als before charging their credit card.? For
example, if a patient previously used a

credit card to pay for a session, the psy-
chiatrist cannot later use the credit card
to charge for a missed appointment with-
out notifying the patient and getting their
authorization.?

PCI DSS applies to entities that store, pro-
cess, and/or transmit cardholder data.”
Any business that accepts credit card pay-
ments must comply with PCI DSS, which
includes 12 requirements.” Examples of
these requirements include using firewalls
to protect cardholder data and restricting
access to cardholder data to a “need-to-
know” basis. Businesses that do not com-
ply with PCI DSS can be subjected to fines
and/or have their contracts terminated by
the credit card companies.? Fines can range
from $5,000 to $100,000 per month for data
breaches where you are found negligible.!
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