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The Use of Secure Messaging in
Medical Specialty Care
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The benefits of improving communication between health care providers
and patients outweigh secure messaging’s implementation challenges.

ecure messaging (SM) is an

encrypted, web-based mode

of communication within the

My HealtheVet (MHV) web-
site. It was developed for the nonur-
gent, nonemergency communication
of test results and other health in-
formation as well as for scheduling
appointments and renewing medi-
cation prescriptions. Secure messag-
ing is asynchronous, which means
that communication between par-
ties is not done at the same time. It
was designed to address the need for
a secure means of communication
between patient and provider.! Mes-
sages can be triaged across teams and
saved to the Computerized Patient
Record System (CPRS).

The VA patients who use MHV
can upgrade their account through
an in-person authentication pro-
cess (IPA), which takes about 10
minutes. Any health care provider
(HCP) team or administrator can
use SM if set up in the system.
Health care providers can only re-
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ceive messages from patients who
have been associated with their tri-
age care group. Patients may only
message an HCP with which they
are associated. In general, this group
would comprise their HCP and 1 or
more specialty clinics where they
have already been seen. Patients can
choose an HCP from a limited drop-
down menu.

HOW SECURE MESSAGING WORKS

Patients using SM choose a subject,
such as appointments, medications,
tests, or general. Patients are then
able to type a message, and they are
also able to see the threads of previ-

ous messages. They may access test
results or attachments sent to them
by the HCPs. Patients are notified of
messages through their previously
registered e-mail account, which dis-
plays a message asking them to log
on to MHV.

Health care providers may access
MHYV either through the CPRS on
the tools menu or as a link in an e-
mail. Once HCPs log on, they will
see their inbox and messages listed
by sender and type of inquiry (ie,
prescription refill, test question, and
so forth). The HCPs can view es-
calated messages (those that have
not been answered within 3 days),
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The VHA’s Specialty Care Services includes medical
services with a wide range of subspecial-
ties; emergent and urgent care and patient sup-
port services, such as nutrition; spiritual care
and other specific-purpose programs, such as
cancer registry and Centers of Excellence for mul-
tiple sclerosis, epilepsy, and Parkinson disease.
The Office of Specialty Care Services brings you

sharing the latest L&
evidence-based approaches, each column featuring a dlfferent topic
and providing updates on existing programs, and introducing new
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director of the VA’s Physician Leadership Development Program, who
coordinates and edits the column. Please send suggestions for future
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SECURE MESSAGING

Table. Number of Messages Generated Through the Atlanta VAMC February 2013-March 20142

Date Unique Unique Monthly Monthly Monthly Inbound
Inbound Inbound Inbound Outbound Total Total (%)
Messages Threads
Feb 2013 2,208 3,612 4,910 4,168 9,078 54
Mar 2013 2,405 4,076 5,555 4,673 10,228 54
Apr 2013 2,369 4,032 5,512 4,572 10,084 55
May 2013 2,499 4,403 6,064 4,875 10,939 55
June 2013 2,521 4,145 5,617 4,364 9,981 56
Jul 2013 2,734 4,672 6,395 5,162 11,557 55
Aug 2013 2,681 4,580 6,188 4,965 11,153 55
Sep 2013 2,884 4,894 6,577 5,106 11,683 56
Oct 2013 2,884 4,901 6,700 5,325 12,025 56
Nov 2013 2,683 4,468 6,003 4,708 10,711 56
Dec 2013 2,844 4,647 6,149 4,815 10,964 56
Jan 2014 3,186 5,408 7,420 5,908 13,328 56
Feb 2014 3,117 5,135 7,001 5,580 12,581 56
Mar 2014 2,483 3,800 4,966 3,847 8,813 56
Average 2,678 4,484 6,076 4,862 10,938 56

aGrouped by Unique Inbound Messages; Unique Inbound Threads; Monthly Inbound Messages; Monthly Outbound Messages; Monthly Total Messages
(Inbound plus Outbound); and percentage of Monthly Total Messages that are inbound (Inbound Messages/Total Messages).

drafts, and sent and completed mes-
sages. Health care providers can
also create special folders to store
their messages.

The health care team can person-
alize how and to whom messages
appear. There are 2 main models
used by Specialty Care. The first
involves a staff member designated
to triage messages for the team. This
staff member will see all incoming
messages and forward them appro-
priately. For example, in one clinic
model, the program assistant reviews
all messages and then forwards them
to the appropriate provider. The
team pharmacist receives prescrip-
tion requests, the HCP receives gen-
eral or test inquiries from patients,
and the program assistant retains
and answers all communication
related to appointments and can-
cellations. Another model involves

employing a staff person or admin-
istrator as a co-user with each HCP.
The HCP can then forward messages
that may need administrative action.
The HCPs receive an e-mail no-
tification with a link when a mes-
sage has been received. Clicking on
the link takes them directly to SM
within MHV, where they can sign in
to see all their messages. Users can
also add a signature block, which
will appear on all correspondence.
They may also designate a surro-
gate to answer messages when they
are unavailable, such as during ad-
ministrative or personal leave. The
HCPs also have the ability to create
a SM even if the patient has not yet
messaged them. Users can also send
copies of messages to other staff
members. Providers and staff have
the ability to attach a file, which can
be a test result, letter, records, etc.

Messages can then be saved in the
CPRS if desired.

Patients, however, cannot send at-
tachments to their HCP. Only those
HCPs who have seen the patient will
be available for communication. This
system eliminates the possibility of
patients self-referring to a specialist
and asking questions of HCPs who
have never seen them. The HCPs
and staff may also forward messages
to the appropriate person.

Secure messaging can provide
unique opportunities for commu-
nication and improvement in out-
come measures in certain specialties.
For example, in endocrinology pa-
tients may be asked to send home
blood sugar or blood pressure (BP)
readings in between visits, to allow
for more rapid medication titration
and achievement of treatment goals.
A study by Harris and colleagues
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showed that the frequent use of elec-
tronic SM was associated with im-
proved glycemic control.?

IMPLEMENTATION
At the Atlanta VAMC, SM was
implemented in the Primary Care
Service Line prior to the Medi-
cine Specialty Care Service Line.
The implementation was a natural
fit for the organized Primary Care
teams. Implementation within the
specialties brought forth a new set
of issues. Many specialties were
not formally organized with a team
leader. There were often multiple
HCPs in a division, some full time,
some part time, in addition to sub-
specialty pharmacists, physician
assistants, and nurse practitioners.
Because the Atlanta VAMC is also
a training hospital for the Emory
University School of Medicine, new
residents and fellows are included in
the teams each month. It was, there-
fore, necessary for each specialty to
design a message flow that would
best fit its needs. Initially, there was
concern that SM would add yet an-
other layer of responsibilities to the
already stretched HCPs.

The reality has been the oppo-

direct their questions appropriately.
At the Atlanta VAMC, 60% of the
messages were completed by the
provider, 29% by a clinical team
member, and 11% by the triage staff
from 2013 to 2014 (Figure 1). Some
HCPs were concerned that once SM
was in place, they would be inun-
dated with messages. The reality
seems to be that most patients use
SM judiciously, and although they
are comfortable in the knowledge
that they can communicate directly
with their HCP, the need is infre-
quent. The number of messages has
slowly increased over the past year
as more patients join MHV and SM
(Table). Surprisingly, as the number
of inbound messages increased, the
percentage of escalated messages
(messages not answered within
3 days) declined, indicating a learn-
ing curve as HCPs begin using SM.

CHALLENGES

There are 3 steps to patient enroll-
ment in SM. The first is enrollment
in MHV, which can be done either
online or at the VAMC. The second
step requires the patient to go to
the VAMC and present identifica-
tion to complete the IPA. Finally,

Secure messaging was found to be an additional type
of communication, which could be completed more
rapidly than a phone call or generating a results letter.

site. Secure messaging was found to
be an additional type of communi-
cation, which could be completed
more rapidly than a phone call or
generating a results letter. The HCPs
were also concerned that patients
would attempt to use them as pri-
mary care providers (PCPs). How-
ever, as patients were able to view
both their PCP and their specialty
care provider in the drop-down
menu, they were generally able to

the enrolled patients must opt-in to
the program. Enrollment in MHV
has steadily increased through ad-
vertising campaigns on the VAMC
website, within the VAMC, and
through HCPs and staff (Figure 2).
However, barriers still exist. Some
patients do not have an Internet con-
nection and are not computer savvy.
Other patients express interest but
put it off to another visit. Some pa-
tients have been confused about the
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Figure 1. Analysis of Secure
Message Completion for 2013-
2014 at the Atlanta VAMC.

additional step of IPA that is required
for SM and stop at enrollment in
MHYV only.

Therefore the key challenges
for implementing SM are facili-
tating MHV enrollment, IPA, and
completion of the opt-in feature.
To encourage participation, VISN 7
mailed postcards to all 33,000 pa-
tients who had undergone IPA but
had not yet opted-in. The number
of patients who opted-in quadru-
pled, demonstrating that this type
of promotion is an effective recruit-
ment tool.

Another ongoing challenge is de-
veloping a method to easily generate
workload credit for the HCPs’ time
spent using SM for patient care. This
will be an important parameter to
track, as the time spent on SM per
provider is expected to increase. It
has also been suggested that there
be an out-of-office response for
nonemergent messages and the as-
signment of a surrogate to handle
incoming messages for HCPs who
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Figure 2. Increase of My HealtheVet In-Person Authentications at the Atlanta VAMC, 2010-2014.

are on leave. An unforeseen example
of a nonemergent message occurs
when a patient replies “Thank you”
to a message from an HCP. That
message is then counted as a new
message and must be viewed and
completed like any other message.
It can also become an escalated mes-
sage, even though there is no impor-
tant information being transmitted.

CONCLUSIONS

Secure messaging provides a simple
means of rapid communication and
feedback between HCPs and their pa-
tients. An e-mail notification is gen-
erated, HCPs access SM through the
link, the reply is sent, and a CPRS
note is automatically generated. That
same communication would require
a far more time-consuming and com-
plicated process without SM: The
patient must contact the service, usu-
ally the program assistant, and leave
a message; that message would be

passed on via voicemail or e-mail to
the appropriate HCP; the provider
would need to access the CPRS,
phone the patient, discuss the issue if
the patient is available, and then doc-
ument the contact with a note in the
CPRS. If the patient was unavailable,
this process would require multiple
phone calls.

With respect to patients, the
benefits of SM are significant and
include easy access to prescription
refills and a quick response to ques-
tions about medications, dosages, or
tests. Patients are able to change or
cancel appointments, thereby avoid-
ing no-shows. Frustration concern-
ing the inability to reach the correct
party or to speak with staff directly
is reduced with SM, and overall
communication between HCP and
patient is streamlined. @
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Disclaimer

The opinions expressed herein are
those of the authors and do not nec-
essarily reflect those of Federal
Practitioner, Frontline Medical Com-
munications Inc., the U.S. Govern-
ment, or any of its agencies. This
article may discuss unlabeled or in-
vestigational use of certain drugs.
Please review complete prescribing
information for specific drugs or drug
combinations—including indications,
contraindications, warnings, and ad-
verse effects—before administering
pharmacologic therapy to patients.
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