EHRs and medicolegal risk:
How they help, when they could hurt

O The widespread use of electronic health records has

been hailed as panacea and derided as anathema to quality

medical care and medicolegal security. Here’s what you

should know about their weaknesses and strengths.

Martin L. Gimovsky, MD, and Baohuong N. Tran, DO

he medical record has evolved con-
I siderably since it originated in ancient
Greece as a narrative of cure.! For
one thing, it’s now electronic. For another,
it'’s no longer a medical record but a health
record. According to the US Department of
Health and Human Services, the distinction
is not a trivial one. A medical record is used
by clinicians mostly for diagnosis and treat-
ment, whereas the health record focuses on
the total wellbeing of the patient.>? The medi-
cal record is used primarily within a practice.
The electronic health record (EHR) reaches
across borders to other offices, institutions,
and clinicians.

Use of the EHR has been stimulated by
the Health Information Technology for Eco-
nomic and Clinical Health Act,® which offers
grants and incentives for “meaningful use”
of electronic records.* After 2014, medical
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practices that do not use EHRs will face a fi-
nancial penalty that amounts to 2% of 2013
clinical revenue.

EHRs have been hailed as a panacea
and derided as anathema. Whatever your
perspective, there is no denying that they
dramatically increase the immediate and
easy availability of information and, there-
fore, influence decision-making in regard to
medical care, cost-effectiveness, and patient
safety. EHRs have the potential to improve
communication, broaden access to informa-
tion, and help guide clinical decision-making
through the use of best-practice algorithms.
When used properly—which means taking
advantage of the EHR’s full potential and
adapting to the way information is organized
and analyzed—the EHR can reduce adverse
events and help defend the appropriateness
of the care provided. This lowers your medi-
colegal risk. When used improperly or hap-
hazardly, they may increase that risk. In this
article, we elaborate on both.

EHRs have many benefits

Improved communication. EHRs facilitate
communication between health-care pro-
viders. A primary care physician can access a
consultant’s report practically as it is written.
Providers also can carry on a dialogue elec-
tronically, planning together for care that
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will best serve the patient, with less redun-
dancy and time.

The EHR also facilitates communication

between physician and patient, allowing the
physician to see the patient’s recent history
and plan her management while speaking to
her on the phone. Issues can be addressed
with greater accuracy and expediency, lead-
ing to reduced anxiety for the patient and in-
creased compliance.
Seamless integration. Information can be
entered into the EHR and integrated into the
full record more seamlessly than it is with
written records. And data can be entered
once and used many times.

Enhanced decision-making. Deci-
sion-making depends on careful analysis of
a clinical scenario. Protocols, templates, and
order sets embedded in the EHR can reduce
medical errors by identifying scenarios for
the physician to review.>®

The EHR can also highlight adverse

drug-drug interactions and help avoid po-
tential allergic reactions. Murphy and col-
leagues reported a reduction of medical
errors by utilizing a pharmacy-driven EHR
component—a reduction from 90% to 47%
on the surgical unit and from 57% to 33% on
the medicine unit.”
Improved documentation. The EHR can
enhance documentation by offering specific
and detailed templates for informed consent,
making it more comprehensive than a hand-
written notation of the risks and benefits.

Decipherability is another strength of
the EHR. Because physicians are notorious
for poor handwriting skills, some hospitals
now require a writing sample as part of their
privileging process. The EHR avoids this issue
entirely.® Typos and grammatical errors are
minimized by spellchecking and grammar-
correcting programs written into the EHR.

Quality assurance. Timely evaluation
of approaches to clinical care is available
to physicians as well as hospitals that use
EHRs.? An individual physician can perform
personal quality-assurance audits. And hos-
pital management can gather cumulative
statistics more quickly and easily.>%'%!

Patient data can be accessed independent
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of medical department, with lab tests, im-
aging studies, and pathology reports read-
ily available for review. And accessibility is
available regardless of geographic location.

Risks are bountiful, too

EHRs are not perfect, and neither are their
users. EHRs present the potential for prob-
lems related to absent or erroneous data en-
try, patient privacy issues, misunderstanding
and misuse of software, and development of
metadata.

With initial use, EHRs can create docu-
mentation gaps with the transition from paper
to electronic records. In addition, inadequate
provider training can create new error path-
ways, and a failure to use EHRs consistently
can lead to loss of data and communication
errors. These gaps and errors can increase
medicolegal risk, as can the more extensive
documentation often seen with early use,
which creates more discoverable data. The
temptation to cut and paste risks repeating
earlier errors and omitting new information.

Another area of risk involves commu-
nication with the patient via email. A failure
to reply could result in claims of negligence,
and information overload could obscure
pertinent pieces of information. And a de-
parture from clinical decision support could
be used by the patient to defend allegations
of negligence.

With widespread use of EHRs, improved
access to data could change the “duty” owed
to the patient. In addition, clinical deci-
sion support embedded within the software
could become the de facto “standard of care.”

The learning curve can be steep

The learning curve for EHRs may be steep
and, at times, discouraging. One reason is
that data are organized differently than in
the conventional paper record, where infor-
mation is read and analyzed in a progres-
sive and stepwise manner, as in an analog
or vertical system. The EHR is a digital for-
mat, so finding information requires digital
(horizontal) inquiry. Information is, there-
fore, utilized in both horizontal and vertical
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formats in everyday situations. If data are
entered incorrectly, all subsequent decisions
could be flawed. And if the EHR suggests a
plan, and that plan is not performed by the
provider, the risk of liability could increase.

Privacy could be jeopardized
Inadvertent violation of the Health Insurance
Portability and Accountability Act (HIPAA)
with an EHR could increase medicolegal
risk. For example, HIPAA allows for patients
to make corrections to inaccurate informa-
tion in their personal documents, but access
by the patient could require the physician to
review all records viewed by the patient af-
ter visit notes have been entered. This could
drive up the cost of practice and reduce face-
to-face time between physician and patient.
Patients are not necessarily the best judges of
which information is most important in their
medical records.

Internet access raises concerns about the
privacy of sensitive issues and misuse of infor-
mation. Making a patient’s protected health
information accessible electronically leaves
physicians and hospitals at risk for a govern-
ment fine or lawsuit. In several instances, the
US Department of Health and Human Ser-
vices (HHS) has levied fines against small
practices and government agencies.

In one case, HHS fined Phoenix Cardiac
Surgery in Phoenix, Arizona, $100,000 for
posting surgery and appointment sched-
ules on an Internet-based calendar that was
accessible to the public.”” In another, HHS
fined the Massachusetts Eye and Ear Infir-
mary in Boston $1.5 million after it reported
the loss of an encrypted personal laptop con-
taining the protected health information of
patients and research subjects.”® The Alaska
Department of Health and Social Services
(DHSS) agreed to pay HHS $1.7 million after
it reported the loss of a USB drive—possibly
containing protected health information—
from the vehicle of a DHSS employee.™

In traditional physician practices that
employ handwritten records, the potential
for compromise of patient information is lim-
ited. An organization may lose a few patient
charts in the office and recover from the loss
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without incident. With the EHR, the loss pos-
es a significant threat. The cases mentioned
above were attributed to negligence or igno-
rance. The consequences could be worse if
the compromise of EHR data is determined
to be intentional. On September 4, 2010,
hackers may have exposed the personal in-
formation of approximately 9,493 patients at
Southwest Seattle Orthopaedics and Sports
Medicine in Burien, Washington. Even with
the best encryption technology, any elec-
tronic system remains vulnerable to external
attack.

Metadata reveal how original
data are used

Another concern regarding EHRs in-
volves metadata—“data about data con-
tent”!> Metadata is structured information
that describes, locates, explains, or manages
information. Metadata relevant to the EHR
includes the data and time it was reviewed
by the provider and whether it was manipu-
lated in any way. Clearly, there is a potential
for use and misuse by third-party reviewers.

Specialty-specific EHRs are
recommended

Many ObGyns have found that most
EHR systems are inadequate to the task of re-
cording and analyzing information relevant
to their specialty. Obstetric care is episodic
and frequent. Data are added into the flow
that must be considered at each visit, such
as gestational age, fetal growth, labs (and
normative values), prenatal diagnostic stud-
ies, and so on, representing both vertical and
horizontal processing.'®

The legal discovery process poses
challenges that have not yet been
resolved

The legal discovery process grants all par-
ties to a lawsuit equal access to information.
Under ideal circumstances, the EHR can
provide comprehensive data more quickly
than traditional records can. The problem is
determining what constitutes relevant data
and which party has the burden or benefit of
making that decision. Uncontrolled access
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has the potential to violate privacy and privi-
lege requirements.

Rules regarding discovery are still being
debated in regard to their applicability to digi-
tal discovery.'” Even before a lawsuit is filed,
the potential for “data mining” by third par-
ties could lead to allegations of malpractice.

How to use EHRs responsibly
without increasing risk
Good communication between patient
and provider is paramount in the provision
of quality medical care. Adherence to evi-
dence-based standards with thorough docu-
mentation always serves the best interests
of both patients and providers. The EHR can
facilitate this process.

Our recommendations for appropriate
use of your EHR include:

« Spend time learning the ins and outs
of your particular EHR, and make sure
your staff does the same. This will help
reduce the likelihood that errors will be
introduced into the record and ensure con-
sistent use.

« Use individual sign-ons for anyone in-
volved in data entry. This step facilitates
the identification of users responsible for
inaccurate use or errors, so that the situa-
tion can be addressed efficiently.

¢ Do not let third parties enter or ma-
nipulate data. This could jeopardize pa-
tient privacy, as well as the integrity of the
record itself.

« Track all data entry on a regular ba-
sis. The frequency of tracking should be
a function of routine as well as clinical cir-
cumstance. All new data from the previous
interval should be reviewed at the time of
the subsequent visit in order to direct care
and ensure proper data entry.

Because of the considerable risk of li-
ability claims in ObGyn practice, it is criti-
cal that the medical record accurately and
precisely reflects the circumstances of each
case. The EHR can be an effective and useful
tool to document what occurred (and when)
in a clinical scenario.'”® As with all medical
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records, completeness and accuracy are the
first and best defense against allegations of
medical malpractice. @
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