m OBJECTIVE Most individuals would like to
maintain the privacy of their medical information on
the World Wide Web (WWW). In response, com-
mercial interests and other sites post privacy policies
that are designed to inform users of how their infor-
mation will be used. However, it is not known if
these statements are comprehensible to most WWW
users. The purpose of this study was to determine
the reading level of privacy statements on Internet
health Web sites and to determine whether these
statements can inform users of their rights.

m STUDY DESIGN This was a descriptive
study. Eighty Internet health sites were examined
and the readability of their privacy policies was
determined. The selected sample included the top 25
Internet health sites as well as other sites that a user
might encounter while researching a common prob-
lem such as high blood pressure. Sixty percent of the
sites were commercial (.com), 17.5% were organiza-
tions (org), 8.8% were from the United Kingdom
(uk), 3.8% were United States governmental (.gov),
and 2.5% were educational (.edu).

m OUTCOMES MEASURED The readability
level of the privacy policies was calculated using the
Flesch, the Fry, and the SMOG readability levels.

m RESULTS Of the 80 Internet health Web sites
studied, 30% (including 23% of the commercial Web
sites) had no privacy policy posted. The average
readability level of the remaining sites required 2
years of college level education to comprehend, and
no Web site had a privacy policy that was compre-
hensible by most English-speaking individuals in the
United States.

m CONCLUSIONS The privacy policies of
health Web sites are not easily understood by most
individuals in the United States and do not serve to
inform users of their rights. Possible remedies
include rewriting policies to make them comprehen-
sible and protecting online health information by
using legal statutes or standardized insignias indicat-
ing compliance with a set of privacy standards (eg,
“Health on the Net” [HON] http://www.hon.ch).

m KEY WORDS Readability levels; Internet; pri-
vacy. (J Fam Pract 2002; 51:642-645)
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pproximately 33 million individuals in the
United States have used the Internet to access
medical information."? Even though most people
would like to maintain the privacy of their medical
and other information,> few users of the Internet
take steps to do so.” Commercial vendors develop
profiles of individual users of the Internet. The infor-
mation tracked includes Web sites visited; terms
entered into search engines (including medical
terms); goods or services bought online; and partic-
ipation in forums, chat rooms, and e-mail lists (eg,
listservs). The text of any postings in forums and e-
mail lists can also be tracked. This information is sold
to anyone willing to pay for it, including advertisers,
employers, and insurance companies. Commercial
vendors use this information to offer goods and serv-
ices targeted to a user’s needs, including medical
needs. For example, an individual who visits Web
sites dedicated to the care of diabetes mellitus will
receive advertising about new diabetes medications
and glucose monitoring devices. However, the infor-
mation can and has been used in other ways, lead-
ing to job termination and arrest.* A user who repeat-
edly visits a breast-cancer-related Web site, for exam-
ple, could be discriminated against by a potential
employer or insurance company because she is sus-
pected of being afflicted with the disease.
Unauthorized access to an individual’s personal
information also occurs. Doubleclick.com, a corpo-
ration that collects user information, has had several
high-profile breaches of computer security, leaving
individuals” information vulnerable to exploitation.’
The importance of the confidentiality of medical
information has been underscored by the recent
publication of the new “Standards for Privacy of
Individually Identifiable Health Information” by the
Department of Health and Human Services.” In part,
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results for each term were
viewed, and any links on those
pages were followed until 55
health information Web sites

were identified. We did not limit

Domains of all Web sites examined
and percentage with privacy statements

All Web sites examined Web sites with a privacy policy

Top level domain (n =80) (n =54) the Web sites to only those iden-
Commercial (.com) 48 (60%) 37 (68.5%) tified by the search engines
Organizations (.org) 14 (17.5%) 8(14.8%) because in many cases, users will
United Kingdom (.uk) 7(8.8%) 5(9.2%) follow the links on a page identi-
Government (.gov) 3(3.8%) 3(5.6%) fied by the search engine. Links
Network (.net) 2 (2.5%) 0(0.0%) that led to medical school lec-
Educational (.edu) 2 (2.5%) 1(1.8%) tures, nonhuman diseases, online
Web site did not exist* 2(2.5%) 0(0.0%) journal articles aimed at health
South Africa (.za) 1(1.2%) 0(0.0%) care professionals, or the con-
Numerical (no domain listed) 1(1.2%) 0(0.0%) tents of e-mail or listserv sum-
Total 80 (100%) 54 (100%) maries were omitted.

The Web sites were then

*Although the list of the top 25 health-related WWW sites was current, 2 of the sites had gone out of business and were no
longer available.

these guidelines are designed to “protect the privacy
of individually identifiable health information.”®
Although Internet use does not generate a formal
medical record, online profiling allows the collection
of detailed medical information about a user’s diag-
noses, medications, etc, which essentially creates
“individually identifiable health information” when
associated with their names.

One proposed solution to maintaining Internet
privacy has been the voluntary posting of privacy
statements. These statements serve to inform users of
the privacy policies of the Web site, such as what
user information is collected and with whom this
information will be shared. Three recent studies
have shown that the readability level of much of the
patient information on the Internet is beyond the
comprehension of many individuals in the United
States."" For voluntary privacy statements to be use-
ful, they need to be written at a level understood by
most individuals using the Internet. The purpose of
this study was to determine the readability level of
privacy statements on Internet health Web sites.

METHODS

A total of 80 Internet health Web sites were exam-
ined in May 2001 to see if they included privacy poli-
cies. To emulate the way a consumer might find
information on the Internet, 55 of the sites were
selected by entering search terms for common con-

ditions into a widely used Internet search engine
(http://www.google.com). The terms searched for
were “high blood pressure,” “fever,” “cough,” and
“wellness.” The other 25 Web sites analyzed repre-
sent the most commonly visited health information
Web sites on the Internet." For Web sites identified
by Google, the Web pages represented by the top 10
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examined by 1 researcher (J.J.W.)

to see if they included privacy
statements. This review included looking at the page
that the link led to, the Web site’s homepage, any
Web site policies, “about us” type of material, etc.
Links to privacy foundations such as Health on the
Net were considered to represent privacy statements.
If a privacy statement was found, the text was copied
into Microsoft Word 98 for Macintosh (Microsoft
Corporation, Redmond, WA) and the documents’
Flesch Reading Ease score was generated using the
built-in software in Microsoft Word 98 (Macintosh).
The same privacy statements were printed and then
analyzed using 2 hand-calculation methods: the Fry
Readability formula and the SMOG method (simpli-
fied measure of gobbledygook).” If a Web site was
found to have no privacy statement, this was con-
firmed by a second researcher (M.G.). Web sites on
which no privacy policy was found after 2 searches
were not contacted to determine if a policy exists. It
is not likely that end users would contact a site to
determine the existence of a privacy policy. Thus,
there would be the de facto absence of a privacy
policy with respect to the end user. Ten percent of
the readability levels were analyzed by a second
researcher (D.M.D.) and found to have accurate cod-
ing. All data were entered into Microsoft Excel
spreadsheet and analyzed using the built-in statistical
formulas. We did not seek to evaluate the content of
the privacy statements themselves.

Approximately 40 different readability formulas
are available for use, all of which will give a reason-
ably accurate grade level (generally plus or minus 1
grade level with 68% confidence: an acceptable stan-
dard in the field).” Most of these formulas rely on
number of syllables in a word and sentence length
to judge readability. In general, readability is easier
when there are a low number of words per sen-
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tence, characters per word, and syllables per word,
and a low percentage of passive sentences.'
Mlustrations and tables also improve the readability.
The Flesch Reading Ease score is one of the most
widely used and validated systems for scoring read-
ability. It is the standard used by the insurance indus-
try for consumer documents and contracts.”"
Documents scoring 70 or above are described as
“easy” and are written at the grade school level. A
score of 60 to 70 is described as “standard” and writ-
ten at approximately at the high school level. Scores
below 60 are described as “fairly difficult,” “difficult,”
or “very difficult” as the score decreases.” The Fry
formula is a hand-calculation method that is recom-
mended by experts in the field for use with patient
education materials. The SMOG is another hand-cal-
culation method commonly used for evaluation of
health information.”® Results from the Fry formula
and SMOG methods are expressed as standard
United States grade levels.

RESULTS

Of the 80 health Web sites in the initial sample, 2 had
recently closed down and an additional 24 (30%)
(including 23% of the commercial Web sites) did not
have a privacy statement. Thus, the privacy state-
ments of 54 Web sites were analyzed using the 3
readability formulas. The Web site domains for the
80 Web sites as well as the 54 with privacy state-
ments are shown in the Table. The average Flesch
Reading Ease score of privacy statements was 39 or
“difficult.” This level is similar to reading a corporate
annual report. The Flesch Reading Ease score range
was 24.4 to 54.2. This range is described as “very dif-
ficult” (eg, similar to reading legal contracts) to “fair-
ly difficult” (eg, similar to reading novels such as the
Henry James novel, 7The Ambassadors).” The Fry for-
mula had a readability level equal to 14.6 or 14th
grade 6th month (range, 10-17). The overall SMOG
readability level was 14.7 (range, 11-19).

DISCUSSION

The goal of this study was to determine the read-
ability level of privacy statements on Internet health
Web sites. Privacy statements are meant to protect
the individual, a particularly important endeavor
when dealing with medical information because of
its potentially sensitive nature. Only 70% of the
health Web sites examined in this study even con-
tained a privacy statement. The readability levels of
the privacy statements found were considered diffi-
cult and would require approximately 2 years of uni-
versity training to be comprehensible. In contrast,
only 60% of diabetic patients in 1 study could under-
stand information written at the 6th grade reading
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level.® Most studies find that only a minority of
patients can comprehend information written at a
9th grade reading level.*** Overall, for 90% of adults
to be able to read and comprehend written materi-
als, the materials should be written at less than the
8th grade reading level.*® Although current Internet
users may be a more educated group than the gen-
eral population, this trend is changing. A recent
study found that 21% of individuals with less than a
high school education have Internet access, as do
43% of high school graduates.” Because an individ-
ual’s actual reading level is usually 2 to 5 grades
below the grade completed,” many of these individ-
uals will not be able to comprehend a Web site’s pri-
vacy policy and thus may not be protected or under-
stand their options pertaining to protection.

Many patients are beginning to use the Internet as
a source of information and many are unaware that
their every move is being tracked. Physicians can
help to protect patients by making them aware of
this problem and suggesting that patients take steps
to protect their information.

A number of possible solutions can be applied to
this problem. Rewriting privacy policies to be com-
prehensible to most Internet users should be the ini-
tial step. Resources are available to Web site devel-
opers that help to maximize the readability of infor-
mation.” More widespread use of the “Health on
the Net” (HON, http://www.hon.ch) privacy criteria
would reassure individuals that their data are secure.
Consideration should also be given to extending the
same protection to medical information gleaned
from the Internet by Web sites and advertising com-
panies as is given to the formal medical record
because, in effect, they can reflect the same type of
information. For example, on several sites, users can
enter medications they are taking and diagnoses
(http://www.drkoop.com and others).

The first limitation of this study is that the Web
sites studied represent a minority of the health Web
sites on the Internet. However, the study set includes
the top 25 visited health Web sites and did seek
many different types of Web sites for evaluation.
Also, none of the Web sites had a policy that was
written at a level comprehensible to most of the
English-speaking people in the United States. It is
unlikely that including more Web sites would sub-
stantially change the outcome. Finally, given the
large (and unknown) number of health Web sites on
the Internet, it is not practical to obtain a large
enough sample to be representative of all health
Web sites.

The second problem is readability levels them-
selves. Readability calculations have been criticized
because they depend mainly on sentence length and
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the number of syllables per word. If an individual is
familiar with the sentence terminology, it may be
possible to interpret the information correctly using
context clues. However, most individuals do not
have a working knowledge of legal terminology (eg,
“indemnify”) and thus may not be able to use these
clues to determine the meaning of a sentence.

CONCLUSIONS

Thirty percent of health Web sites do not have pri-
vacy statements, and those that are posted are
beyond the reading level of most adults. For this rea-
son, current privacy statements do not function to
adequately inform users of a Web site’s privacy pol-
icy and do not protect users’ privacy rights.
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