
24 PRACTICE TRENDS M AY  2 0 0 9  •  C L I N I C A L  E N D O C R I N O L O G Y  N E W S  

Practices Will Have to Craft Anti–ID Theft Plans
B Y  M A RY  E L L E N  S C H N E I D E R

Physicians and health care organi-
zations must implement a formal
identity theft prevention program

to protect their patients under a little-
known set of regulations called the Iden-
tity Theft Red Flags Rule.

The rule, issued by the Federal Trade
Commission (FTC) in 2007, and to be
enforced in August 2009, is aimed pri-
marily at creditors and financial insti-
tutions. However, after publication of
the rule, the FTC informed physician
groups that it was interpreting the term
creditor broadly to include health care
professionals who regularly allow con-
sumers to defer payment for services.
Therefore, any medical practices that al-
low patients to defer payment while
they bill insurance would be covered un-
der the rule. 

Physicians and other health care pro-

fessionals are required to come into com-
pliance with the rule as of Aug. 1. 

The rule requires that health care pro-
fessionals develop and implement a writ-
ten identity theft prevention and detec-
tion program to protect consumers.
Organizations must conduct a
risk assessment to determine
their vulnerability to identity
theft. Next, they must develop
and implement a written iden-
tity theft program to identify,
detect, and respond to those
risks. 

As part of the plan, organizations must
specify how they will detect the “red
flags” alerting them to potential identi-
ty theft. The program also must include
how the organization will respond once
a red flag is detected. 

Identify theft is most commonly asso-
ciated with financial transactions, but
there is increasing concern about it in the

health care sector, according to the FTC.
For example, medical identify theft can
occur when a patient seeks care using the
name or insurance information of an-
other person. 

For most physicians working in set-

tings with a low risk for fraud, an iden-
tity theft program could be simple, ac-
cording to the FTC. For example, staff
members at the practice could check a
photo identification at the time services
are sought. Another part of a basic pro-
gram would be to develop steps to take
in the event that someone’s identity has
been misused. That might include not
collecting debt from the “true con-

sumer” and not reporting the debt on
the consumer’s credit report. Practices
should ensure that the correct medical
information is in the patient’s chart, ac-
cording to the FTC. 

But the interpretation of physicians as
creditors has raised the hackles
of the American Association of
Clinical Endocrinologists, the
American College of Physicians,
the American Medical Associa-
tion, and several other physi-
cian organizations. Those

groups contend that physicians are being
inappropriately labeled as creditors, and
that the requirements place an undue
burden on physicians that could ad-
versely affect patients’ access to services.

“It will create more bureaucratic bur-
den at a time when we aren’t getting
any breaks with reimbursement,” said
Dr. R. Mack Harrell, a member of the
AACE board of directors and chair of
the organization’s socioeconomics com-
mittee. 

Most physicians will likely need to
purchase some type of new software
and updates to comply with the FTC’s
requirements for an identity theft pre-
vention program, creating additional
costs for medical practices, Dr. Harrell
said. When federal lawmakers establish
these types of regulatory mandates, they
need to factor in the costs to implement
them and adjust physician payments ac-
cordingly, he added. “It’s an ongoing tale
of rising expenses.” 

Another objection that many physician
groups have to the Red Flags Rule is that
they did not have an opportunity to
comment on its impact before it was is-
sued. Since the 2007 rule did not explic-
itly mention physicians, the AMA and
others contend that the FTC must pub-
lish a new rule and put that new rule out
for public comment. ■

Physician practices that seek to
comply with the Red Flags Rule

can begin by appointing a compliance
officer for the identity-theft preven-
tion program, said Sai Huda, an ex-
pert in financial services regulation. 

The next step is to conduct an in-
ventory of medical services that are
covered by the rule, said Mr. Huda,
chairman and CEO of Compliance
Coach Inc., a provider of regulatory
compliance software in the financial
services industry. Under the rule,
practices also must identify the applic-
able red flags for each of their cov-
ered services and develop procedures
to detect and respond to potential
identity fraud. 

Those steps will go into the written
prevention plan, but the work isn’t
done once the plan has been written,
Mr. Huda said.

Other key elements of compliance
with the Red Flags Rule include staff
training on the program and periodic
updates to the plan based on new
trends in identity theft and experi-
ences within the practice. 

Another area to consider in formu-
lating a strategy to combat identity
theft is the risk of fraud from practice
staff members. Mr. Huda recom-
mended tightening up hiring and re-
tention practices and spending the
money for background and credit
checks on new hires.

Compliance Coach sells an online
tool to help in the formulation of an
identity theft prevention plan, but
there are free resources that can be
used to help set up a program. The
actual Red Flags Rule can be viewed
at edocket.access.gpo.gov/2007/
pdf/07-5453.pdf. FTC resources are
available at www.ftc.gov/bcp/edu/
pubs/articles/art11.shtm. 

The American Medical Association
offers guidance at www.ama-
assn.org/ama/no-index/physician-re-
sources/red-flags-rule.shtml. A 30-
page World Privacy Forum report
offers compliance suggestions at
www.worldprivacyforum.org/pdf/
WPF_RedFlagReport_09242008fs.pdf.

Expert Offers Tips for Compliance With Red Flags Rule

Priorities Sought for Comparative Effectiveness Research
B Y  J OY C E  F R I E D E N

WA S H I N G T O N —  As with so many other things,
when it comes to performing comparative effectiveness
research, more is better, according to several speakers at
an Institute of Medicine meeting.

But more of what? That was the thorny question ad-
dressed at the meeting, convened in March by the insti-
tute’s 23-member Committee on Comparative Effec-
tiveness Research Priorities. The meeting was held to get
advice from stakeholders on how the federal government
should spend the $1.1 billion in stimulus money allocated
for comparative effectiveness research (CER).

Committee chair Harold C. Sox emphasized that the
committee’s work was just beginning. “This is an in-
formation-gathering process,” he told the audience. “It’s
a time for the committee to listen and take what we
hear under advisement as we formulate our recom-
mendations. We’re early in our process.”

Once the committee finalizes its recommendations,
it will write a report that will be scrutinized by a group
of experts. The committee will be held accountable for
responding to the criticisms of the reviewers, said Dr.
Sox, editor of Annals of Internal Medicine and a past
president of the American College of Physicians.

In a related effort, the Department of Health and
Human Services recently named a 15-member Federal
Coordinating Council for Comparative Effectiveness,
which the department says will help the HHS, the De-
partment of Veterans Affairs, the Department of De-
fense, and other federal agencies use the stimulus mon-
ey “to coordinate comparative effectiveness and related

health services research.” In addition to various agency
representatives, the council includes Dr. Ezekiel
Emanuel, special adviser for health policy at the White
House Office of Management and Budget.

At the IOM meeting, the committee heard from
dozens of speakers, each delivering a 3-minute talk ad-
vocating CER priorities. Ideas varied widely, from uro-
logic diseases to the best way to use electronic health
records. But one concept kept coming up over and over
again: Focus on conditions that are widespread and cost
a lot of money.

“The priority areas of CER should include high-vol-
ume, high-cost diagnostic and treatment modalities, and
other kinds of health services for which there is signif-
icant variation in practice,” said Dr. Nancy Nielsen,
president of the American Medical Association. “Areas
in need of further research include cardiovascular dis-
ease; disorders of endocrine and metabolic systems, in-
cluding diabetes; and nutrition, including obesity.”

Dr. Nielsen noted that CER findings are scarce in the
area of nutrition and obesity. “It’s an area of great na-
tional concern, and a wide range of interventions ex-
ist with little clarity about what is most effective.”

The IOM committee’s report on CER priorities is ex-
pected to be finished by July. ■

“We’re early in our process,” said Dr. Harold C. Sox,
chair of an IOM committee assessing CER.
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Implementation of the red flags rule ‘will
create more bureaucratic burden at a
time when we aren’t getting any breaks
with reimbursement.’


