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Last year I
discussed

the basic rules
to keep in
mind when
shopping for
an electronic
medical record
system, and

last month’s column included a discussion
of the advantages of adding Web-based
messaging to your EMR system. (If you
missed those columns, you can find them
on the SKIN & ALLERGY NEWS Web site at
www.skinandallergynews.com. Click on
“The Archives Collection.”) This month,
I’ll consider the pros and cons of Web-
based vs. server-based EMR systems. 

First, the difference: You have a choice of
where you want the software hosted. If it
is to be run on hardware within your of-
fice, that is a server-based, or client-server,
system. If you rely on a vendor to run the
software on its hardware via the Internet,
that is a Web-based system, or, in industry
jargon, an application service provider
(ASP) system. Both options provide distinct
advantages and disadvantages.

Client-server systems run and store data

on hardware you own and keep on your
premises. You pay up front for hardware,
software, and setup, and usually a month-
ly maintenance fee thereafter.

Such a system gives you greater control
and fewer worries about interrupted ac-
cess or breach of confidentiality, but up-
front equipment costs are high and the re-
sponsibility of maintaining and securing
your database is entirely yours. Obvious-
ly, regular backups are essential. You can
either create backup tapes or disks your-
self and physically store them elsewhere,
or—a far better option, in my view—you
can hire a service that regularly and auto-
matically copies your data to off-site com-
puters. A growing number of remote
backup services are available at reasonable
prices. (As always, I have no financial in-
terest in any product or enterprise dis-
cussed in this column.)

In an ASP system, both the application
and data reside on the vendor’s servers,
and your office accesses them through a
Web browser or other specialized soft-
ware. The up-front setup fee is compara-
tively small, and ongoing monthly pay-
ments are based on frequency of usage
and the complexity of your data.

M A N A G I N G Y O U R D E R M A T O L O G Y P R A C T I C E

B Y  J O S E P H  S.
E A S T E R N, M . D.

ASP or Client-Server: Which Is Better for You?
The main advantage of an ASP is that

your data are maintained by computing
professionals at the vendor’s facility.

As one vendor explained, you would
consider it foolish to keep your money un-
der a mattress at home. Instead, you en-
trust it to a bank that is staffed by securi-
ty professionals. So why not do the same
with your medical records? You also typi-
cally get access to far more sophisticated
hardware and software features than you
could afford to buy yourself.

The glaring disadvantage of the ASP is
the active Internet connection it requires.
No Internet connection works 100% of
the time; your Internet service provider or
internal network may fail, or a virus,
worm, Trojan horse, or hacker can wreak
havoc with your records. 

If you go this route, there are several es-
sential features to ask about. These include
multiple layers of security, uninterruptible
power sources, instant switchover to back-
up hardware in case of a crash, and fre-
quent, reliable backups. In short, you need
reliable assurances that your records will
always be secure and available.

So which is right for you? If you have a
multiphysician practice and you are an ex-
pert with computers (or have ready access

to one), client-server may be your best op-
tion. Smaller offices with little to no com-
puter expertise are probably better off
choosing an ASP, at least to start.

An ASP has more sophisticated equip-
ment, additional layers of security, and
larger, specialized staffs than your office
does. In smaller practices, the ASP is often
easier to customize than an internal sys-
tem. In a large practice with numerous
and diverse subspecializations, client-serv-
er systems often provide more flexibility.
You will pay a premium for the extra cus-
tomization work, however. 

In the end, it may come down to which
of the potential downsides you fear more:
being unable to access your records while
your Internet connection is down, or los-
ing data and time (or worse) if your hard-
ware crashes or gets damaged in a fire or
other calamity. One option to consider is
starting with a hosted ASP service, then
moving in-house if that becomes neces-
sary or advantageous. ■

DR. EASTERN practices dermatology and

dermatologic surgery in Belleville, N.J. To

respond to this column, write Dr. Eastern at

our editorial offices or e-mail him at

sknews@elsevier.com.

Certification Commission Lists

Ambulatory EHR Products

B Y  M A RY  E L L E N  S C H N E I D E R

Ne w York Bureau

The Certification Commission for
Healthcare Information Technology

has unveiled an initial list of 22 ambulatory
electronic health record products that
meet its standards for functionality, inter-
operability, and security.

CCHIT was formed in 2004 by three
leading health IT management and tech-
nology industry associations. Since last
fall, CCHIT has been under contract to
the federal government to develop certi-
fication criteria for EHRs and evaluate
products. The CCHIT process has also
been endorsed by the American Academy
of Family Physicians, the American Col-
lege of Physicians, and the American
Academy of Pediatrics. 

In this first round, CCHIT officials
gave their approval to 22 products that
met all certification standards. Going for-
ward, CCHIT officials will evaluate am-
bulatory EHR products on a quarterly ba-
sis, and are expected to make the next
announcement about newly certified
EHR systems in late October. In the
meantime, the group will begin work on
certification for inpatient EHRs and for
the network systems that support infor-
mation exchange between physicians and
health care institutions. 

The certified products are designed to
serve the spectrum of physician practices,
Dr. Mark Leavitt, CCHIT chair, said dur-
ing a press conference. Vendors whose
products were certified in this first round

received a CCHIT seal of approval that the
product met 2006 standards, Dr. Leavitt
said. That certification is good for up to 3
years or vendors can come back to CCHIT
each year to be certified under the updat-
ed standards, he said.

“This certification process provides folks
with a short list, if you will,” Dr. Michael
S. Barr, vice president of practice advoca-
cy and improvement at the American Col-
lege of Physicians, said in an interview. 

Having a list of certified products re-
duces some of the risk for physicians buy-
ing EHR systems, Dr. Barr said. But it does
not mean that physicians shouldn’t do their
homework when it comes to buying a sys-
tem, since every practice will be looking for
different types of functionality, he said. 

“This is just a first step along a long,
long path,” Health and Human Services
Secretary Mike Leavitt said during the
press conference.

Eventually, interoperable systems will
become a condition of doing business
with the federal government, said Mr.
Leavitt, who is not related to Dr. Leavitt.

In an effort to aid physician adoption of
EHRs, the HHS has published a final reg-
ulation (see article on p. 66) creating safe
harbors in the federal antikickback statute
and physician self-referral law (Stark law)
that allow hospital systems and other
large provider groups to donate health IT
products to physicians in certain cases. ■

The full list of certified products is available

at www.cchit.org/certified/2006/CCHIT+

Certified+Products+by+Product.htm.
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