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Privacy Concerns Persist, Could Be EHR Hurdle

B Y  N E L L I E  B R I S T O L

Contributing Writer

WA S H I N G T O N —  Eight of 10 patients
reported that they took steps to protect
their health care privacy, including asking
a physician not to record a health problem,
the California Healthcare Foundation an-
nounced at a press briefing to release re-
sults of its survey.

Patients also reported seeing another
doctor to avoid telling their regular physi-
cian about a health condition; paying for
a test, procedure, or counseling out-of-
pocket rather than submitting a claim;
and rejecting a test to avoid discovery of
the results by others. The survey of 2,100
people was conducted for the foundation
by Forrester Research.

Cancer pa-
tients were
most likely to
pay for a ser-
vice out of
pocket rather
than submit a
claim, followed
by those with
arthritis, weight
problems, dia-
betes, or de-
pression or anx-
iety. Of those
diagnosed with
cancer, 11%
said they had

engaged in privacy protective behavior
while 9% of those diagnosed with the
other diseases reported the same.

Such privacy fears could adversely affect
health and slow the adoption of electron-
ic health records, according to a panel of
health care, information technology, and
privacy experts at the briefing.

Convincing Americans that their infor-
mation can be protected in an electronic
health record system is key to the systems’
survival, argued Sam Karp, chief program
officer of California Healthcare Founda-
tion, a nonprofit health care organization
in Oakland. “Without better education
about their rights, strong privacy safe-
guards, and vigorous enforcement, the
public’s support for health IT may be in
jeopardy.”

The survey found that 67% of respon-
dents are concerned about privacy of per-
sonal health information, including 73% of
ethnic minorities and 67% of those who
have a chronic disease.

Further, survey results indicated that
consumers still are largely unaware of
their rights under the Health Insurance
Portability and Accountability Act. HIPAA
spells out how personal health informa-
tion may be used by health care providers
and insurers and creates civil and criminal
penalties for violating the statute.

In this first privacy-related study con-
ducted by the group since HIPAA provi-
sions were implemented in 2003, the foun-
dation found that concerns about
employer use of medical claims informa-

tion has increased over time. In 2005, 52%
of respondents said they were concerned
that claims information could be seen by
an employer and used to limit job oppor-
tunities. Only 36% of respondents had
similar concerns in 1999.

Racial and ethnic minorities and those
with chronic disease were more concerned

about employer misuse of personal health
information: 61% of racial and ethnic mi-
norities were concerned, as were 55% of
those who have been diagnosed with a dis-
ease. Those over 45 years old were more
likely to be concerned than those under 45
(51% vs. 48%).

The survey also found that 59% of re-
spondents are willing to share their per-
sonal information when it is beneficial to
their care or could result in better coordi-
nation of medical treatment.

A vast majority of respondents were
willing to share their information with
their doctor (98%) or other doctors in-
volved in their care (92%), but a much
smaller fractions were willing to share it
with drug companies (27%) or govern-
ment agencies (20%).

Dr. Louis Sullivan, former secretary of
Health and Human Services said the sur-
vey showed some “very troubling realities”
especially relating to minority trust of the
health care system. He called for better en-

‘Without better
education about
their rights,
strong privacy
safeguards, and
vigorous
enforcement, the
public’s support
for health IT may
be in jeopardy.’

The majority of patients surveyed believe that their

employer can see their medical claims information.
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• The ECS consists of signaling molecules and their receptors, 
including the cannabinoid receptor CB1

2

• Endocannabinoids bind to CB1 receptors and trigger 
events that may have a negative impact on lipid levels 
and insulin sensitivity1

• CB1 receptors are located in sites such as muscle, the liver,
the brain, and adipose tissue1,2,4-6

• Reduced glucose uptake has been observed in 
isolated skeletal muscle of genetically obese, 
insulin-resistant animals

• ECS overactivity may be associated with the development
of cardiometabolic risk factors including:
— Low HDL cholesterol — Elevated fasting glucose
— High triglycerides — Insulin resistance
— High waist circumference

• May contribute to dyslipidemia and insulin resistance3,7

• Hypothalamus integrates signals from adipose tissue and 
other peripheral tissues8,9

• Produces factors active in the metabolism of lipids
and glucose10

• Low levels of adiponectin negatively affect glucose
and free fatty acids1,10

• This newly discovered physiologic system provides new
opportunities for understanding cardiometabolic risk

THE ECS HELPS REGULATE 
PHYSIOLOGIC PROCESSES1-4

RESEARCH CONTINUES TO
INVESTIGATE THE ROLE
OF CB1 RECEPTORS IN
MUSCLE*

THE ECS IMPACTS THE 
METABOLISM OF LIPIDS 
AND GLUCOSE1-3

ENDOCANNABINOIDS 
TARGET FATTY ACID 
PRODUCTION IN THE LIVER3

PRESENT IN MULTIPLE
AREAS OF THE BRAIN2

ADIPOSE TISSUE—MORE
THAN SIMPLY A FAT 
STORAGE DEPOT

EXPLORING THE EFFECTS 
OF THE ECS
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forcement of HIPAA-related complaints.
“Having the law there is one thing—hav-
ing confidence that it will be enforced is
another,” he said.

But Dr. Sullivan also called on health
care providers to calm consumer fears
about privacy. Patient privacy protection,
he said, should be built into the medical
profession’s code of conduct and present-
ed to patients that way. “I don’t think [pri-
vacy fears are] going to be solved by pass-
ing more legislation,” he said.

Janlori Goldman, director of the Health
Privacy Project, also called for better
HIPAA enforcement. It is especially trou-
bling, she said, that people worry about

employment-related consequences con-
nected with health care information and
that they are not aware of their rights un-
der HIPAA.

Part of the blame lies with the way
HIPAA forms found at health care
providers’ offices are worded, she said.
They start with what providers can do
with personal health information, not what
individual rights are. “They are not written
with consumers in mind,” she said.

Ms. Goldman said HIPAA needs to be
expanded to include employers and that
privacy constraints should be built into
both electronic health records technology
and in disaster preparedness plans. ■
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Helping Patients Plan for Surgery
A publication from the Agency for Health-
care Research and Quality can help pa-
tients make informed decisions when plan-
ning for surgery. “Having Surgery? What
You Need to Know” is available at www.
ahrq.gov/consumer/surgery/surgery.htm,
or, for a version in Spanish, www.ahrq.gov/
consumer/spsurgery/spsurgery.htm. To
order print copies, call 800-358-9295.
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